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Learning Objectives
After studying this chapter, you will be able to:

� Describe some of the major impacts of information

technology on individuals, organizations, and society.

� Understand the changes that take place in the

workplace and the lives of individuals when information

technology eliminates geographical and spatial barriers.

� Discuss the positive and negative effects associated

with the abundance of information made available by IT.

� Identify the issues that arise due to uneven diffusion 

of information technology across countries and socioeco-

nomic classes.

� Understand the complexity of effects of technological

progress on labor markets and individual employees.

� Discuss the impacts of information technology on the

quality of life and interpersonal relationships.

� Recognize the legal, ethical, and moral issues that

become particularly critical due to proliferation of

information technology.
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The Problem
Generations of moviegoers went to movie theaters to
enjoy the latest films. They accepted the idea of paying
for their movies. However, movie piracy, which has been
greatly accelerated by information technology, is chal-
lenging this notion. Now, movie pirates are bringing the
latest motion picture releases to an Internet-connected
computer near you.

For years, movie studios suffered minor losses due
to high-tech piracy (theft of digital content) that was car-
ried out by people duplicating videotapes and DVDs.
The need to produce and distribute physical media
presented a number of technical and logistical difficul-
ties for movie pirates, which limited the scope of their
operations. Thus, picture studios largely ignored these
activities. When Napster.com and other sites began to
use the Web and peer-to-peer technologies to share
pirated music, movie producers felt reasonably immune
to this trend. After all, it would take more than a week 
to download a 5-gigabyte DVD-quality movie using a 
56-kilobits-per-second modem.

Some individuals argue that piracy does not hurt
film studios but, rather, makes movies available to those
people who would not be able to enjoy them otherwise.
Information technology that enables movie piracy raises
a number of significant issues, such as intellectual prop-
erty rights, fair use, and the role of government in regu-
lating these issues. Furthermore, information technology
makes it easier than ever to cross national borders,
adding international implications to the issue of movie
piracy.

The Solution
To deal with movie piracy, picture studio executives
attacked several aspects of the problem simultaneously.
First, media companies tried to shape public opinion in a
way that would discourage movie piracy. For instance, to
raise public awareness of the issue, filmmakers launched
an advertising campaign with the slogan “Movies. They’re
worth it.”

Second, the movie industry performed a number of
activities that made it more difficult to copy and distrib-
ute pirated movies without being noticed. For instance,

enhanced physical security at movie theaters, which
may include the use of metal detectors and physical
searches for recording devices, helps the film industry
deter piracy at “sneak previews” and movie premieres
(Ripley, 2004). Technology plays an important part in
this process.

The Results
Hollywood had several high-profile wins in its fight
against Internet movie piracy in 2005 and 2006. The
film industry’s trade organization, the Motion Picture
Association of America (MPAA), slapped hundreds of
people with lawsuits for illegally downloading and trad-
ing films online. The U.S. departments of Justice and
Homeland Security shut down Elite Torrents, a popular
Web site that spread copies of Star Wars: Episode III—
Revenge of the Sith before the movie officially opened.
Even Bram Cohen, creator of BitTorrent (a peer-to-peer
file-sharing program responsible for an estimated 65%
of illegal movie downloads in 2005), agreed to cut links
to MPAA-pirated content off his Web site (Leung,
2006).

Yet the problem seems to be getting worse. Accord-
ing to London-based research firm Informa, illegal movie
downloads cost the industry U.S.$985 million in 2005, up
from U.S.$860 million in 2004. Growing access to broad-
band likely played a role, as higher Internet speeds made
downloading large movie files faster.

Studio executives realize that enforcement is only
part of the solution. As in the music industry, many believe
the best way to prevent illegal downloads is to offer legal
alternatives. Warner Bros. turned a technology used by
Internet movie pirates to its advantage. In March 2006, in
Germany, Austria, and parts of Switzerland, the company
launched In2Movies, a peer-to-peer file-sharing network
that lets users download movies for the price of a DVD or
less. Kevin Tsujihara, the president of the Warner Bros.’
home entertainment group, said Germany has all the right
ingredients for such a service: high rates of piracy due to
high levels of broadband penetration, a tech-savvy popu-
lation, and consumers willing to pay for downloaded
movies.

Sources: Compiled from Leung (2006) and Ripley (2004).

MOVIE PIRACY
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Lessons Learned from This Case
Obviously, information technology is not the cause
of movie piracy, just as it is not the cause of music
piracy. (See Online File W17.1 for a discussion of
music piracy.) However, it is the tool that tremen-

dously heightens the importance of legal, ethical, and
regulatory issues related to this phenomenon.

Copyright, trademark, and patent infringement,
freedom of thought and speech, theft of property, and

fraud are not new issues in modern societies. However,
as this opening case illustrates, information technology
adds to the scope and scale of these issues. It also raises
a number of questions about what constitutes illegal
behavior versus unethical, intrusive, or undesirable
behavior. This chapter examines these and numerous
other impacts of information technology on individuals,
organizations, and society.

Concern about the impact of technology on people, organizations, and society is not

new. As early as the 1830s, English intellectuals expressed philosophical arguments

about the effects of technologies that had given rise to the Industrial Revolution

some 60 to 70 years earlier. Samuel Butler, in his 1872 book Erehwon (an anagram

for nowhere), summarized the anxiety about the disruptive influences of technology

on the lives of people. The book described a society that made a conscious decision

to reject machines and new technology; in it, people have “frozen” technology at a

predetermined level and outlawed all further technological development.

While there are many philosophical, technological, social, and cultural differ-

ences between society at the start of the Industrial Revolution and the society of the

middle of the Information Age in which we now live, there are, nevertheless, people

who continue to believe that humankind is threatened by the evolution of technol-

ogy. Overall, however, our society has not rejected technology but, rather, has

embraced it. Most of us recognize that technology and information systems are

essential to maintaining, supporting, and enriching many aspects of the lives of

individuals, operations of organizations, and functioning of societies. Humans are

involved in a symbiotic relationship with technology. All the same, we must be

aware of its effect on us as individuals and as members of organizations and society.

Throughout this book, we have noted how information systems are being

rationalized, developed, used, and maintained to help organizations meet their

needs and reach their goals. In all these discussions, we have assumed that develop-

ment and implementation of information technology produce only positive results

and leave no major negative consequences. However, is this really true? Abundant

evidence unmistakably points to potential negative effects of technology in general,

and information technology in particular. Information technology has raised a mul-

titude of negative issues, ranging from illegal copying of software programs to sur-

veillance of employees’ e-mail. The impact of IT on employment levels is of major

concern, as are the effects on sociability and the quality of life.

A more critical issue, however, involves questions such as: Will proliferation of

technology cause irreversible changes to the society as we know it? Will humans

benefit from the new capabilities of information technology, or will they be harmed

by machines playing more and more prominent roles in the society? Who will inves-

tigate the costs and risks of technologies? Will society have any control over the

decisions to deploy technology?

17.1 Perspectives on IT Impacts



This chapter will discuss several major themes that can be identified among the

countless effects of information technology.We will discuss how information technol-

ogy removes spatial and geographic barriers, transforms information into an abun-

dant resource, enables machines to perform “human” tasks, and forces people to

reconsider their value systems. Each of these trends is comprised of the effects of

multiple technologies and has far-reaching implications for various groups of people.
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One of the most noticeable developments precipitated by information technology is

the elimination of numerous barriers that traditionally separated individuals, organ-

izations, and societies at different geographic locations. In essence, information

technology is redefining the entire concept of time, space, and distance. Proliferation

of high-speed data communication networks that span the globe enables companies

to integrate geographically distant manufacturing and research facilities, link inter-

national financial markets, and even provide customer service from halfway around

the world.

17.2 IT Is Eliminating the Barriers of Time, Space, and Distance

GLOBALIZATION
Offshore outsourcing is one of the manifestations of the trend toward globalization—

blurring of geographic barriers—that is accelerated by information technology.

Well-educated English-speaking employees residing in countries like India and the

Philippines can perform services demanded by firms based in the United States,

Great Britain, or any other country. In fact, outsourcing of white-collar services has

already become mainstream, with software development and call-center operations

being among the most prevalent. Furthermore, the outsourcing trends are naturally

expanding into such activities as processing of insurance claims, transcription of med-

ical records, engineering and design work, financial analysis, market research, and

many others (“The Remote Future,” 2004).

From a macroeconomic perspective, the effects of offshore outsourcing are

quite positive: It facilitates a more efficient allocation of human resources by

removing the imperfections introduced by geographical boundaries. On a microeco-

nomic level, numerous companies will benefit from lower costs of outsourced activ-

ities. For example, by outsourcing back-office work to Costa Rica, the Philippines,

and Great Britain, Procter & Gamble was able to realize $1 billion in cost reduc-

tions (La Londe, 2004).

Nevertheless, outsourcing, as any other impact of information technology, raises

an array of complex interrelated issues that are not always positive. For instance,

outsourcing may be advantageous to some groups of people, but detrimental to oth-

ers. Nasscom, the Indian IT industry lobby, forecasts that employment in the “IT-

enabled services” industry in India will grow from 770,000 in 2004 to 2 million in

2008 (“The Remote Future,” 2004). Yet, employees and trade unions in Western

nations are expressing concerns about job losses resulting from offshore outsourc-

ing. The U.S. federal government and the majority of individual states are already

considering laws that would prevent government agencies from contracting their

services out to foreign firms (Schroeder, 2004).

As the volume of sensitive data processed offshore increases, outsourcing will

raise the questions of privacy and confidentiality. Privacy standards in a country

where data originate may vary dramatically from the privacy laws and privacy safe-

guards in the country where the data are processed. An incident in which a disgrun-

tled worker in Pakistan threatened to post medical records of U.S. patients on the

Internet highlights the seriousness of this issue (Mintz, 2004).
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IT at Work 17.1
Telemedicine Helps Indian Tribe Get Better Health Care

The Alabama Coushatta Indian Tribe Reservation, located 
45 miles outside of Houston, Texas, in Livingston County, has
experienced an outmigration of its people to more metropol-
itan areas in search of better education, jobs, and health care.
Wanting to preserve its race and culture, the 300-member
tribe sought ways to make living on the reservation more
attractive to its young members. In partnership with Sam
Houston State University (SHSU) and with $350,000 in funding
from the Rural Utilities Services, a network called RESNET
was created to bridge the information and communication
gaps for residents of Livingston and surrounding counties.

A fiber-optic network links the medical clinic on the reser-
vation to the University of Texas Medical Branch in Polk County
as well as to the Tyler County Hospital. Tribal members can
now receive more specialized care as two-way consultations

between the clinic on the reservation and the hospital in Polk
County or Tyler County are now possible. Individuals with ail-
ments that might require hospitalization, but about which they
are not sure, such as a diabetic with a concern about a swollen
limb, can first check with the medical clinic on the reservation.
Vital signs can be taken and radiology images shared with the
specialist physicians at one of the hospitals, and then informed
decisions about whether the patient needs to travel to a hos-
pital can be made. This helps improve the quality of care as
well as saves time both for patients and for medical staff.

Source: USDA (2006) and shsu.edu (1997).

For Further Exploration: What are potential legal problems
associated with telemedicine? What are some trade-offs to be
considered?

TELECOMMUTING
Broadband Internet access, secure virtual private networks, and mobile computing

technologies are making it possible for many professionals to telecommute, or work

from outside the office. According to some estimates, by the year 2010 more than

half of workers in the United States will spend 2 or more days a week working away

from the office. However, experts estimate that even in 10 years it would be uncom-

mon to find workers who telecommute 5 days a week, suggesting that telecommut-

ing would not fully eliminate the need for central office locations.

From 1990 to 2000, the number of those who worked more at home than at the

office grew by 23 percent, twice the rate of growth of the total labor market. Since

2000, telecommuting has continued to increase. Approximately 4.5 million Ameri-

cans telecommute a majority of their total working days, with some 20 million com-

muting at least some days each month and 45 million telecommuting at least once

per year. Telecommuting offers a plethora of benefits, including reducing rush-hour

traffic, improving air quality, improving highway safety, and even improving health

care (see IT at Work 17.1).

Among the large metropolitan areas in the United States, the largest amount of

telecommuting occurs in Denver, Portland, and San Diego. The projected growth of

IT-related jobs is on the rise. Five of the top ten highest-growth jobs are IT-related,

including computer software engineering for applications, computer support special-

ists, computer software engineering for systems software, network and computer sys-

tems administrators, and network systems and data communication analysts (Bureau

of Labor Statistics, Occupational Outlook Handbook; see money.cnn.com/magazines/
business2/nextjobboom/), and the rates of telecommuting are expected to grow even

higher. Many of these IT-related jobs can now be effectively performed from home,

thanks to excellent bandwidths and improved technologies to support telecommuting.

The remarkable communications capabilities delivered by IT promote global-

ization not only through offshore outsourcing but also through enabling firms to dis-

tribute core corporate functions around the globe.



The typical telecommuter is well-educated, financially stable, has children, works in

management and/or sales, and had worked in his or her current position for several

years face-to-face before starting to telecommute (Balaker, 2005). Likewise, as the

percent of service-related jobs increases—by 2002, 82 percent of the U.S. workforce

worked in service-related jobs—the potential for more telecommuting also rises. It is

simply not possible for factory or agricultural laborers to telecommute, but many

service-related jobs do offer the potential for telecommuting.

One area where telecommuting is having a promising impact is that of telemed-

icine. For instance, in 2001, doctors in New York performed the first successful cross-

Atlantic telesurgery on a patient in Strasbourg France. The removal of the patient’s

gallbladder was conducted via a robotic arm that was remotely controlled by the

surgeons. A fiber-optic cable operated by France Telecom enabled the high-speed

link so that the images from the operating table in France were on display in front

of the doctors in New York, with an average time delay of only 150 milliseconds

(Johnson, 2002).

Other areas of medicine are experiencing surges in telemedicine as well.

Replacing the couch with a monitor and video feed, telepsychiatry in particular is

becoming popular, fueled in part by the need to serve rural patients and the need to

service prison populations. Data from the National Conference of State Legislatures

indicates that as of 2006, six states in the United States required private insurers to

reimburse patients for telepsychiatry.

Impacts of Working from Home or Virtual Office. All forms of telecommuting—

working from home (WFH) or a virtual office—give employees greater flexibility in

their working locations and hours.Working in a virtual office is one way an employee

can telecommute by completing job duties virtually anywhere—a car, hotel room, air-

port, or any hotspot.

Telecommuting (or telework) played a significant role in business continuity

and continuity of operations planning. Companies who had employees in New York

City on 9/11 or New Orleans during Hurricane Katrina relied on telework. Their

employees were able to work immediately after these tragedies because of the tele-

work programs they had in place.

The Telework Coalition (TelCoa.org), a nonprofit membership organization

that promotes virtual and distributed work, conducted a benchmarking study of

employers in public and private sectors with large telework programs. Employers

represented roughly 500,000 employees and 150,000 teleworkers and mobile work-

ers. The 2006 study, sponsored by Intel, looked at how these large organizations

resolved problems to create successful programs that benefited the organization

and employees through reduced real estate costs, increased employee retention, and

a higher rate of employee satisfaction.The survey was valuable because it examined

details such as benefits, costs, challenges, and unexpected consequences experienced

by managers. Most participants emphasized the importance of the mobility that

telework enables when dealing in a global economy. To read the Executive Sum-

mary of the telework survey, visit telcoa.org/id311.htm.

An interesting finding was that telework was being regarded as “just work” and

not an unusual form of work. As long as employees had a phone, laptop, high-speed

Internet access, and fax, they are in business wherever they are. With the conver-

gence of technologies, such as a wireless-equipped laptop with a VoIP phone, or a

new-generation PDA, work can be done from almost anywhere. Telework is also of

great importance to the local community and society because of effects on the envi-

ronment, safety, and health. For example, the strength of a society depends on the

strength of its individuals and the strength of their families. Other potential benefits
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of telework to individuals, organizations, and communities are listed in Table 17.1.

There are numerous potential negative effects of telework, including a sense of

isolation when working from home even though such work often requires a lot of

telephone contact with people in the office.

Growth in telecommuting raises the questions of whether the benefits of work-

ing from home outweigh the costs, and whether telecommuting is appropriate for

everyone or only for workers with certain qualities and personality types. Few of us

want to work around the clock, 24 hours a day, seven days a week, 365 days a year,

but the pressure to do so could be considerable if the facility exists. Another pres-

sure may be to work antisocial hours—night shifts, for example, or weekends—which

can adversely impact the quality of social interactions and interpersonal relation-

ships. (For more on teleworking, see Online File W17.2.)

Globalization and telecommuting are only two examples of how information

technology removes the barriers of time, space, and distance. Far-reaching results of

this trend are changing the way we live, work, play, and do business, bringing both

improvements that we can enjoy and the challenges that we need to overcome. In

the context of organizations, these changes have important implications for struc-

ture, authority, power, job content, and personnel issues.
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TABLE 17.1 Potential Benefits of Telecommuting or Virtual Work

Individuals Organizational Community and Society

• Reduces or eliminates travel-

related time and expenses

• Improves health by reducing

stress related to compromises

made between family and work

responsibilities

• Allows closer proximity to and

involvement with family

• Allows closer bonds with the fam-

ily and the community

• Decreases involvement in office

politics

• Increases productivity despite

distractions

• Reduces office space needed

• Increases labor pool and

competitive advantage in

recruitment

• Provides compliance with

Americans with Disabilities

Act

• Decreases employee turn-

over, absenteeism, and sick

leave usage

• Improves job satisfaction

and productivity

• Conserves energy and lessens depend-

ence on foreign oil

• Preserves the environment by reducing

traffic-related pollution and congestion

• Reduces traffic accidents and resulting

injuries or deaths

• Reduces the incidence of disrupted fami-

lies when people do not have to quit their

jobs if they need to move because of a

spouse’s new job or family obligations

• Increased employment opportunities for

the homebound

• Allows the movement of job opportuni-

ties to areas of high unemployment

STRUCTURE,
AUTHORITY,
POWER, JOB 
CONTENT, AND
PERSONNEL ISSUES

The IT revolution may result in many changes in structure, authority, power, and job

content, as well as personnel management and human resources management.

Details of these changes are shown in Table 17.2.

In addition, other changes are expected in organizations. IT managers are

assuming a greater leadership role in making business decisions. The impact goes

beyond one company or one supply chain, to influence entire industries. For exam-

ple, the use of profitability models and optimization is reshaping retailing, real

estate, banking, transportation, airlines, and car renting, to mention just a few.

These and other changes are impacting personnel issues, as shown in Table 17.3.

Many additional personnel-related questions could surface as a result of using IT.

For example: What will be the impact of IT on job qualifications and on training
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TABLE 17.2 Impacts of IT on Structure, Authority, Power, and Job Content

Impact Effect of IT

Flatter organizational IT increases span of control (more employees per supervisor), increases productivity, and 

hierarchies reduces the need for technical experts (due to expert systems). Fewer managerial

levels will result, with fewer staff and line managers. Reduction in the total number of

employees, reengineering of business processes, and the ability of lower-level employ-

ees to perform higher-level jobs may result in flatter organizational hierarchies.

Change in blue-to- The ratio of white- to blue-collar workers increases as computers replace clerical jobs,

white-collar staff and as the need for information systems specialists increases. However, the number of 

ratio professionals and specialists could decline in relation to the total number of employees

in some organizations as intelligent and knowledge-based systems grow.

Growth in number of  IT makes possible technology centers, e-commerce centers, decision support systems

special units departments, and/or intelligent systems departments. Such units may have a major

impact on organizational structure, especially when they are supported by or report

directly to top management.

Centralization of Centralization may become more popular because of the trend toward smaller and flatter

authority organizations and the use of expert systems. On the other hand, the Web permits greater

empowerment, allowing for more decentralization. Whether use of IT results in more

centralization or in decentralization may depend on top management’s philosophy.

Changes in power Knowledge is power, and those who control information and knowledge are likely to

and status gain power. The struggle over who controls the information resources has become a

conflict in many organizations. In some countries, the fight may be between corpora-

tions that seek to use information for competitive advantage and the government

(e.g., Microsoft vs. the Justice Dept.). Elsewhere, governments may seek to hold onto

the reins of power by not letting private citizens access some information (e.g.,

China’s restriction of Internet usage).

Changes in job content Job content is interrelated with employee satisfaction, compensation, status, and

and skill sets productivity. Resistance to changes in job skills is common, and can lead to unpleasant

confrontations between employees and management.

TABLE 17.3 Impacts of IT on Personnel Issues

Impact Effect of IT

Shorter career ladders In the past, many professionals developed their abilities through years of experience and

a series of positions that exposed them to progressively more complex situations. The

use of IT, and especially Web-based computer-aided instruction, may short-cut this

learning curve.

Changes in supervision IT introduces the possibility for greater electronic supervision. In general, the

supervisory process may become more formalized, with greater reliance on

procedures and measurable (i.e., quantitative) outputs and less on interpersonal

processes. This is especially true for knowledge workers and telecommuters.

Job mobility The Web has the potential to increase job mobility. Sites such as techjourney.com can tell

you how jobs pay in any place in the United States. Sites like monster.com offer places

to post job offerings and résumés. Using videoconferencing for interviews and intelli-

gent agents to find jobs is likely to increase employee turnover.

requirements? How can jobs that use IT be designed so that they present an accept-

able level of challenge to users? How might IT be used to personalize or enrich

jobs? What can be done to make sure that the introduction of IT does not demean

jobs or have other negative impacts from the workers’ point of view? All these and

more issues could be encountered in any IT implementation.
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17.3 Information Is Changing from a Scarce Resource to an
Abundant Resource

INFORMATION
OVERLOAD

Few people disagree with the notion that information is a valuable resource and that

increased availability of information can be beneficial for individuals and organizations

alike. However, information technology’s capability to introduce ever-growing amounts

of data and information into our lives can exceed our capacity to keep up with them,

leading to information overload. Business users are not suffering from the scarcity of

data; instead, they are discovering that the process of finding the information they need

in massive collections of documents can be complicated, time consuming,and expensive.

The impact of information overload is felt not only in business circles but also in

many other parts of the society, including the military intelligence community.At the

onset of the Information Age, intelligence professionals acquired never-before-seen

data collection tools, including high-resolution satellite imagery and versatile sensors

capable of penetrating natural and manmade barriers. Furthermore, information

technology enabled the intelligence community to establish high-speed communica-

tion links to transfer the data, build vast databases to store the data, and use power-

ful supercomputers with intelligent software to process the data. Clearly, information

technology has greatly increased both the amount of information available to the

intelligence community and the speed at which it can analyze this information.

However, existing computer systems and human analysts are unable to deal 

with the increasing volumes of data, creating the information-overload problem. For

instance, according to MacDonald and Oettinger (2002),“information that might have

prevented some of the September 11 attacks apparently existed somewhere within

the vast quantity of data collected by the intelligence community, but the systems for

using such information have lagged far behind the ability to collect the data.”

To be effective at solving the problem of information overload, information sys-

tems must differentiate between the data that can be safely summarized and the

data that should be viewed in its original form (DeSouza et al., 2004).

INFORMATION
QUALITY

As organizations and societies continue to generate, process, and rely on the rapidly

increasing amounts of information, they begin to realize the importance of informa-

tion quality. Information quality is a somewhat subjective measure of the utility,

objectivity, and integrity of gathered information. Quality issues affect both the sim-

ple collections of facts (data) and the more complex pieces of processed data (infor-

mation). To be truly valuable, both data and information must possess a number of

essential characteristics, such as being complete, accurate, up-to-date, and “fit for the

purpose” for which they are used (Ojala, 2003). The value and usability of data and

information that do not satisfy these requirements are severely limited.

Issues relating to information quality have become sufficiently significant that they

now occupy a notable place on the government’s legislative agenda. The Data Quality

Act of 2001 and the Sarbanes-Oxley Act of 2002 impose stringent information quality

requirements on government agencies and publicly traded corporations (Loshin,

2004). For example, one of the provisions of the Sarbanes–Oxley Act makes chief exec-

utive and financial officers personally responsible and liable for the quality of financial

information that firms release to stockholders or file with the Securities and Exchange

Commission. This rule emphasizes the importance of controlling and measuring data

quality and information quality in business intelligence, corporate performance man-

agement, and record management systems (Logan and Buytendijk, 2003).

Information quality problems are not limited to corporate data. Millions of indi-

viduals face information quality issues on a daily basis as they try to find information

FIN



online, whether on publicly available Web pages or in specialized research data-

bases, wikis, blogs, or newsfeeds.

Among the most common problems that plague online information sources is

omission of materials. A number of online “full-text” periodicals databases may

omit certain items that appeared in the printed versions of those publications. In

addition, online sources of information leave out older documents, which are not

available in digital form. Thus, one cannot be assured of having access to a complete

set of relevant materials. Even materials that are available from seemingly rep-

utable sources present information quality concerns. Information may have been

reported wrong, whether intentionally or unintentionally, or the information may

have become out of date (Ojala, 2003). These and other information quality issues

are contributing to the frustration and anxiety that for some have become the unfor-

tunate side effect of the Information Age.
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SPAM
Spamming, the practice of indiscriminately broadcasting unsolicited messages via 

e-mail and over the Internet, is one of the most widespread forms of digital noise.

Spam is typically directed at a person and presents a considerable annoyance, with 70

percent of users indicating that “spam makes being online unpleasant” (Davies, 2004).

Bulk unsolicited electronic messages—spam—accounts for more than 66 per-

cent of all e-mail traffic on the Internet. Some 25.5 billion spam messages were sent

in 2004 (reported by Defacto, 2005). This volume of messages significantly impairs

the bandwidth of Internet service providers and places excessive capacity demands

on mail servers. In electronic commerce, spam can delay transactions and can cause

problems in supply chains where business data are exchanged through specially

configured e-mail accounts (Davies, 2004). Spam hurts businesses even more by

lowering the productivity of employees who have to deal with unwanted messages.

Spam can originate in any country, making the anti-spam legislation of any given

country largely ineffective in keeping spam out. The 2004 Ferris Research Study on

spam found that the average amount spent on anti-spam products was $41 per user

per year, so for a company with 10,000 employees, this would total $410,000 for the

company per year. Thirty-four percent of the respondents in the Ferris study indi-

cated that between 50 and 74 percent of all incoming messages were spam. Forty-

three percent reported that managing spam was a major managerial concern. Of the

approximately 500 organizations studied, 56 percent had already implemented anti-

spam software with another 30 percent planning to. For the 14 percent that did not

plan to implement spam software, the major reason was the fear of “false positives”—

that is, the concern that messages that are quite important will be filtered as junk. In

fact, unless employees occasionally browse their junk mail, they might very well miss

important messages. Thus, in addition to the cost of the software, there is no way

around the fact that spam costs organizations in terms of employee time. See Online

File W17.3 for discussion of the U.S. Can-Spam Act.

Internet service providers and software companies have embarked on a technolog-

ical campaign to eradicate spam. Mail-filtering software and other technologies have

made it more difficult for spammers to distribute their messages. However, spammers

have responded with creative new schemes to defeat the anti-spam solutions. The bat-

tle of innovations and counterinnovations between spammers and anti-spam compa-

nies continues. Some of the major anti-spam software providers include SpamAssassin,

Symantec, Network Associates McAfee, TrendMicro, GFI, SurfControl, and Sophos.

THE DIGITAL
DIVIDE

Technologies enabling access to information are not distributed evenly among var-

ious groups of people. For some people, information continues to be a scarce

resource, which puts them at a comparative economic and social disadvantage. The

gap in computer technology in general, and now in Web technology in particular,
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IMPACTS ON 
INDIVIDUALS

Together, the increasing amounts of information and information technology use have

potential impacts on job satisfaction, dehumanization, and information anxiety as well

as impacts on health and safety. Although many jobs may become substantially more

“enriched” with IT, other jobs may become more routine and less satisfying.

Dehumanization and Other Psychological Impacts. Many people feel a loss of

identity, a dehumanization, because of computerization; they feel like “just another

number” because computers reduce or eliminate the human element that was pres-

ent in the noncomputerized systems. Some people also feel this way about the Web.

On the other hand, while the major objective of technologies, such as e-commerce,

is to increase productivity, they can also create personalized, flexible systems that allow

individuals to include their opinions and knowledge in the system. These technologies

attempt to be people-oriented and user-friendly (e.g., blogs and wikis).

The Internet threatens to have an even more isolating influence than has been

created by television. If people are encouraged to work and shop from their living

rooms, then some unfortunate psychological effects, such as depression and loneli-

ness, could develop. Some people have become so addicted to the Web that they

have dropped out of their regular social activities, at school or work or home, creat-

ing societal and organizational problems.

Another possible psychological impact relates to distance learning. In some coun-

tries, it is legal to school children at home through IT.Some argue,however, that the lack

of social contacts could be damaging to the social, moral, and cognitive development of

school-age children who spend long periods of time working alone on the computer.

Information Anxiety. Another potential negative impact is information anxiety.
This disquiet can take several forms, such as frustration with our inability to keep up
with the amount of data present in our lives. Information anxiety can take other

forms as well. One is frustration with the quality of the information available on the

Web, which frequently is not up-to-date or incomplete. Another is frustration or

guilt associated with not being better informed, or being informed too late (“How

come others knew this before I did?”). A third form of information anxiety stems

from information overload (too many online sources).

between those who have such technology and those who do not is referred to as the

digital divide.
However, by 2003, nearly 100 percent of the public schools in the United States

had Internet access (National Center for Educational Statistics, 2005). Not only has

the divide in terms of access per se been reduced, but the divide in terms of the qual-

ity (or speed) of access has been reduced. By 2003, 95 percent of public schools used

broadband connections to access the Internet, as compared with 80 percent in 2000

and fewer than 15 percent in 1996.

Greater access in public schools is helping break the racial digital divide that

has been noticeable since the Internet first emerged. The New York Times reported

in March 2006 that a Pew national survey of people 18 and older found that 61 per-

cent of African Americans reported using the Internet, compared with 74 percent of

whites and 80 percent of English-speaking Hispanics (Marriott, 2006). However,

what these studies do not indicate is the purpose of the Internet use, the frequency

of it, or the benefit of it. Nor do the studies provide evidence that the divide is

shrinking across households. Poorer households remain less likely to have Internet

access from the home than do wealthier counterparts (Marriott, 2006).

Moreover, even as the divide lessens in regard to mature technologies, it contin-

ues to exist for newer technologies. For example, some schools with sufficient

resources are now making iPods a tool for all students (see IT at Work 17.2).



Impacts on Health and Safety. Computers and information systems are a part of

the environment that may adversely affect individuals’ health and safety. To illus-

trate, we will discuss the effects of job stress and long-term use of the keyboard.

Job Stress. An increase in workload and/or responsibilities can trigger job

stress. Although computerization has benefited organizations by increasing produc-

tivity, it has also created an ever-increasing workload for some employees. Some

workers, especially those who are not proficient with computers, but who must work

with them, feel overwhelmed and start feeling anxious about their jobs and their job

performance. These feelings of anxiety can adversely affect workers’ productivity.

Management’s responsibility is to help alleviate these feelings by providing training,

redistributing the workload among workers, or by hiring more individuals.

Repetitive Strain (Stress) Injuries. Other potential health and safety hazards are

repetitive strain injuries such as backaches and muscle tension in the wrists and fin-

gers. Carpal tunnel syndrome is a painful form of repetitive strain injury that affects

the wrists and hands. It has been associated with the long-term use of keyboards.
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IT at Work 17.2
The Dog Ate My iPod

Schools and universities are finding new ways to keep up with
technology, such as the emergence of iPods on campuses. All
levels of education are using this brand of portable media play-
ers, designed and marketed by Apple Computer, as a learning
tool. Duke University was one of the first to embrace this tech-
nology. Duke’s provost, Peter Lang, said, “the direct effect of
iPods is they learn better in the classroom.” Duke was awarded
a grant to give their freshmen 20-gigabyte iPods—enough stor-
age for up to 5,000 songs.

The results are mixed; about 75 percent of those sur-
veyed at Duke said they use their iPods for academic work.
Half the time, they use the device in ways recommended by
the professors. The positive feedback is that the iPod is sim-
ilar to the old recording devices used in the past, but with
the ability to store, organize, and access with a click of a cou-
ple of buttons. Students do not have to attend the class to
download the materials online or from a fellow student.
Some schools feel that students will skip out on classes and
rely on each other’s recordings, or even use the device to
cheat. According to Don McCabe, a Rutgers professor who
surveyed nearly 62,000 undergraduates on 96 campuses
over four years, two-thirds of the students admitted to
cheating. That is a concern, especially with the compact size,
wireless earpieces, and the ability to hold podcasts—audio
recordings that can be distributed over the Internet. But with
an abundance of electronic gadgets, including handheld e-
mail devices, wireless access in classrooms to the Internet,
calculators that are preprogrammed with formulas, and pen-
sized scanners used to copy text or exams for other stu-
dents, universities have to stay ahead of the curve. Some
other concerns are: How will the lecturer’s words and actions
be used for unknown purposes and when/where is copyright

being infringed when students and faculty make their own
recordings?

In spite of the worries of skipping class, personal use, and
cheating, Apple Computer is behind the iPod in the education
field. Six schools (Duke, Brown, Stanford, the University of Michi-
gan, the University of Wisconsin–Madison, and the University of
Missouri School of Journalism) recently participated in a pilot
program called iTunes U (apple.com/educastion/solutions/
itunes_u/). The program was so popular that Apple began to
offer the program to all colleges for lectures, notes, podcasts,
and information in a library for students to download.

Other schools, such as Brearley School, a private school
for girls on the Upper East Side of Manhattan, use iPods pre-
dominantly in interactive exercises, such as foreign language
classes. Katherine Hallissy Ayala, the head of the computer
education department, says “the hope is that if students are
interested in this, they’ll download and explore on their own
without being told to.” And Jacques Houis, a French teacher
at Brearley, feels that “listening to many different types of
French, not just the teacher, is very important.” Students have
said that the iPod has helped their foreign language skills by
listening to playbacks, music, and other sources besides what
is taught in the classroom.

One thing is for sure, the iPod is changing the academic
field and schools will have to stay ahead of generations born
in the ever-changing world of technology.

Sources: Ferguson (2005) and Moore (2005)

For Further Exploration: How does the use of iPods shift
responsibility from teachers “teaching” to students “learning”?
What excuses might a student use for not completing an
assignment correctly or submitting it on time?



Lessening the Negative Impact on Health and Safety. Designers are aware of the

potential problems associated with prolonged use of computers. Consequently, they

have attempted to design a better computing environment. Research in the area of

ergonomics (the science of adapting machines and work environments to people)

provides guidance for these designers. For instance, ergonomic techniques focus on

creating an environment for the worker that is safe, well lit, and comfortable.

Devices such as antiglare screens have helped alleviate problems of fatigued or

damaged eyesight, and chairs that contour the human body have helped decrease

backaches (see A Closer Look 17.1).
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A Closer Look 17.1
Ergonomic and Protective Products

Many products are available to improve working condi-
tions for people who spend much of their time at a

computer. The following photos illustrate some ergonomic
solutions.

Eye-protection filter 
(optically coated glass)

Wrist support

Back support

Adjustable foot rest
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One of the distinguishing traits of humankind is the continuous quest to find

tools and techniques to replace human work and manual labor. Information tech-

nology greatly accelerates this process and allows machines to perform a variety

of complex functions, which, in the past, could be performed only by humans.

Robotics offers a clear example of information technology eliminating the need

for human labor. Computerized transaction processing systems, automated teller

machines, intelligent scheduling software, and voice recognition systems illus-

trate information technology’s capability to replace administrative and clerical

work. Moreover, artificial intelligence and expert systems are now able to per-

form the work of white-collar professionals. As functionality of machines and

computer systems continues to evolve, it will transform societies by influencing

such critical factors as the quality of life, the dynamics of labor markets, and the

nature of human interactions.

17.4 Machines Are Performing Functions Previously 
Performed by Humans

QUALITY OF LIFE
Quality of life refers to measures of how well we achieve a desirable standard of liv-

ing. For example, the use of robots in uncomfortable or dangerous environments is

one of the primary ways of improving the quality of life with information technol-

ogy. For decades, robots have been used to replace physically demanding or tedious

activities in manufacturing plants. Robots and other quasi-autonomous devices have

become increasingly common on farm fields, in hospitals, and even in private homes,

improving the quality of life of numerous people. A type of robot works at the Uni-

versity of California Hospital at San Francisco.The five-foot-tall machine, which can

drive down the hallways and call an elevator to travel to other floors, carries medi-

cine and blood samples around the building (Stone, 2003). Specialized robots that

can relieve people of the need to perform certain household tasks are becoming

commercially available. For instance, robotic vacuum cleaners capable of finding

their way around furniture and other obstacles in any room are already sweeping

the floors in thousands of homes around the world.

Military applications of robotics hold the potential not only to improve the

quality of life but also to save the lives of soldiers. The Pentagon is researching self-

driving vehicles and bee-like swarms of small surveillance robots, each of which

would contribute a different view or angle of a combat zone. In March 2004,

DARPA, the research arm of the U.S. Department of Defense, held a race of fully

autonomous land vehicles across a challenging 150-mile stretch of the Mojave

Desert. Thirteen entrants designed vehicles that could navigate and drive them-

selves without humans at the remote controls. This race ended without any winners.

The machine that traveled the farthest—12 km—was built by Carnegie Mellon

University (“Robots, start your engines,” 2004). These initial results suggest that sig-

nificant advances in IT will need to be made before robots can handle complex,

unfamiliar situations and operate entirely autonomously.

Somewhat less obvious, but very noticeable improvements in the quality of life

arise from the ability of computers to “make decisions”—an activity that used to be

in the exclusive domain of human beings. Although such decisions are typically lim-

ited in scope and are based on rules established by people, they are successfully

employed in a variety of practical applications. For example, automobile navigation

systems may be incapable of guiding a vehicle across the unpredictable desert ter-

rain, but they are quite adept at finding the optimal route to the desired destination

using a network of existing roadways. Global positioning systems (GPSs) integrated

GOV



17.4 Machines Are Performing Functions Previously Performed by Humans 677

IT at Work 17.3
The Working Lives of Robots

Laying Fiber-Optic Cables. Cities around the world are
transforming themselves to the digital era by replacing cop-
per wires with fiber-optic cables or by installing fiber optics
where there were no wires before. Because fiber-optic cables
are a choice method to deliver high-speed voice and data
communication (see Technology Guide 4), demand for them
is expanding. Cities know that in order to attract and hold on
to high-tech business they must provide fiber-optic access to
all commercial buildings. You may have seen this activity many
times without realizing it: Workers cut up the street, creating
noise, dust, and traffic problems. But the worst part of it is that
the disruption to people may take weeks, or even months, just
to complete one city block. Now, robots are changing it all.

One company that invented a technology to improve the
situation is City Net Telecommunications (citynettelecom
.com). The idea is to use the existing sewer system to lay the
cables. This way no trenches need to be dug in the streets.
Pioneering work has been done in Albuquerque, New Mex-
ico, Omaha, Nebraska, and Indianapolis, Indiana (in spring
2001). How do the robots help? Robots are waterproof and do
not have noses, and so they are not bothered by working in
the sewer. They do not complain, nor do they get sick. As a
matter of fact, they work faster than humans when it comes to
laying the fiber-optic cables inside the sewer system.

What does it cost? The company claims that laying the
fiber-optic cable with robots costs about the same as the old
method. The major advantage is that it can be done 60 per-
cent faster and without disruption to people’s lives.

Cleaning Train Stations in Japan. With growing amounts of
rubbish to deal with at Japanese train stations and fewer peo-
ple willing to work as cleaners, officials have started turning the
dirty work over to robots. Since May 1993, the Central Japan
Railway Company and Sizuko Company, a Japanese machinery
maker, have been using robots programmed to vacuum rub-
bish. A railway official said the robots, which are capable of
doing the work of 10 people each, have been operating at the
Sizuko station in Central Japan. The robots measure about 1.5
meters wide and 1.2 meters long. The railway and Sizuko spent
70 million yen to develop the machines and are planning to
program them for other tasks, such as sweeping and scrubbing.

Sources: Compiled from the New York Times (March 6, 2001); from the
Wall Street Journal (November 21, 2000); and from “Robots Used to
Clean Train Station in . . .” (1993). See also “The Robot Revolution Is
on the Way” (2000).

For Further Exploration: If robots are so effective, what will
be the impact on unemployment when more tasks are robot-
ized? What will people do if robots take over?

GOVPOM
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with geographic information systems (GISs) available in many modern vehicles

allow the driver to hand over navigational decisions to the computer, thereby offer-

ing an additional level of safety and convenience.

Expert systems used in the health-care industry offer another example of qual-

ity of life improvements that follow from machines’ abilities to perform “human”

work. For instance, some systems can improve the diagnosis process by analyzing

the set of symptoms experienced by the patient. Other systems can supplement a

physician’s judgment by analyzing prescriptions for dosage and potential drug inter-

actions, thus reducing the frequency and severity of medication errors, which trans-

lates into a higher quality of life for the patients. Partners HealthCare System, Inc.,

for example, reported a 55 percent reduction in the number of serious medication

errors following the implementation of such a system (Melymuka, 2002).

Whether robots will be of the quality of R2D2 (the Star Wars robot) is another

issue. It probably will be a long time before we see robots making decisions by

themselves, handling unfamiliar situations, and interacting with people. Neverthe-

less, robots are around that can do practical tasks. Carnegie Mellon University, for

example, has developed self-directing tractors that harvest hundreds of acres of

crops around the clock in California, using global positioning systems combined

with video image processing that identifies rows of uncut crops. Robots are espe-

cially helpful in hazardous environments, as illustrated in IT at Work 17.3.
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IMPACT ON 
LABOR MARKETS

One of the most prominent concerns is the fear that due to technological advances,

machines will replace millions of workers, leading to mass unemployment. Robots

and office automation systems are effectively competing with humans for blue-col-

lar and clerical jobs. It is important to note that white-collar occupations are not

immune to the impact of information technology either. In fact, machines are begin-

ning to challenge scientists, interpreters, computer programmers, lawyers, aircraft

pilots, and other professionals in their jobs.

Researchers in Great Britain, for instance, have built a robot-scientist capable

of performing simple genetic experiments. The computer-controlled robot inde-

pendently formulated hypotheses about the functions of unknown genes, designed

experiments to test them, manipulated laboratory equipment to conduct the exper-

iments, analyzed the results, and accepted or rejected hypotheses based on the evi-

dence it obtained. The robot’s performance was comparable to the performance of

graduate students working on similar tasks (Begley, 2004).

Translators and interpreters also face competition from information technology

in the form of speech- and text-based machine translation systems. While existing

machine translation software cannot rival the accuracy, clarity, eloquence, and

vividness of human translations, it is typically able to convey the gist of the message

and comply with the major rules of grammar and syntax (Schwartz, 2004). (Visit

online-translator.com, google.com/language_tools, and world.altavista.com to review

several online translation services.)

Legal professionals may discover some unusual contenders, eager to take over

their jobs. Some software packages used by law firms rely on artificial intelligence

to analyze facts, determine applicable regulations, and prepare drafts of appropriate

documents—all of which are activities traditionally performed by entry-level

lawyers and paralegals.

These and other examples illustrate a valid threat that information technology

presents to workers in numerous occupations. In addition, they prompt the question

of whether you should be concerned about the prospects of computers acquiring the

capabilities of doing your job more effectively and efficiently. Following the intro-

duction of new technologies that mimic the functions of human workers, it is com-

mon to observe some job losses as old jobs are replaced by computerized equipment.

However, this negative impact on employment levels offers a very simplistic and

incomplete picture of the chain of events associated with technological advances.

One of the more straightforward positive side-effects of technological advances

is the creation of new jobs, which takes place in other sectors of the economy that

produce and operate the new equipment and computer systems. Furthermore, intro-

duction of new information technologies results in more efficient allocation of

scarce resources, such as labor, capital, and raw materials. As the production

processes become more efficient, they apply downward pressure on price levels,

which leads to higher demand, as consumers respond to lower prices. To satisfy the

growing demand, producers tend to increase the output of goods and services, which

is frequently accomplished by hiring more workers. Other entities in the affected

supply chains react to increased demand and instigate further employment growth.

Thus, from the macroeconomic perspective, technological progress generally

increases the aggregate level of employment (Soete, 2001).

Fluctuations in unemployment rates are generally associated with business

cycles and do not indicate that information technology is likely to displace a large

number of workers (Handel, 2003). IT at Work 17.4 demonstrates one of the impacts

of information technology on employment in the retailing industry.

Although the net effect of information technology proliferation is generally pos-

itive for the economy as a whole, on a personal level, IT-induced job displacement
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VIRTUAL
COMMUNITIES

An innovative combination of communication tools can be used to create a virtual
community. A community is a group of people with some common interests who

interact with one another. Virtual communities parallel typical physical communi-

ties, such as neighborhoods, clubs, or associations, except that people do not meet

face-to-face. Instead, community members meet online using digital tools to com-

municate and collaborate. Similar to the click-and-mortar e-commerce model, many

physical communities also have an online presence for Internet-related activities.

A sense of community is defined as feelings and affective bonds among mem-

bers of a group that shares some common interest, activity, or “space” (Blanchard

and Markus, 2005).Typically the notion of community has been associated with geo-

graphic proximity (e.g., a neighborhood) in which people living close to one another

may be a disruptive experience. Individual workers may need to develop new areas

of expertise, acquire new skill sets, and seek employment in unfamiliar industries

and occupations. For some, this presents a threat to their current lifestyles; for

others, this may be an opportunity to improve their well-being and quality of life.

IT at Work 17.4
Do-It-Yourself Retailing

The concept of allowing shoppers to scan and bag their own
items at retail stores has been around for quite a while. In the
1980s, technology necessary to implement self-checkout sys-
tems was already available. However, at that time, the costs of
such systems were prohibitively high, and consumer accept-
ance was extremely low. As this technology continued to
evolve and mature, self-checkout registers turned into attrac-
tive propositions for supermarkets, grocery stores, and other
retailers. In winter of 1997, Wal-Mart was among the first mer-
chants to test the self-checkout systems in Fayetteville,
Arkansas, and other selected markets.

The self-checkout machines were developed by Optimal
Robotics based in Montreal, Canada. Each register included a
holding area with a conveyer belt, a barcode reader, a touch-
screen display, and a voice synthesizer to provide the cus-
tomer with vocal and visual instructions, as well as a bagging
area, which rested on scales that checked whether the weight
of the scanned item corresponded with the weight of the item
placed in the bag. The checkout stations also included cur-
rency readers and equipment to accept credit and debit
cards, which allowed the customer to pay for the goods.

The results of the initial tests were quite encouraging;
thus, in 2002 the company began a large-scale rollout of self-
checkout units. Wal-Mart is installing self-checkout machines
in most new Supercenters and Neighborhood Market Stores.
A significant number of existing stores were also retrofitted
with the new technology. Typically, the company installs from
four to eight self-checkout stations in a store, depending on
its size and sales volume.

The main reasons that persuade retailers to adopt the
new systems include the desire to provide a better customer

experience and the need to control costs. Self-checkout sta-
tions occupy 25 percent less space than traditional registers,
which allows retailers to place more stations within the same
floor space. Furthermore, with only one employee overseeing
four machines, the store is able to keep a sufficient number of
registers open while driving down labor costs. A set of four
registers, which costs $80,000 to $100,000, has a payback
period of only 6 to 12 months, if implemented correctly.

Consumers enjoy shorter lines, faster service, and greater
control over the checkout process.

As self-checkout machines gain the capabilities to per-
form the functions of human cashiers (with some help from
shoppers), they gradually displace store employees from
their jobs. Most consumers acknowledge the time savings
and convenience of self-checkout systems, and most busi-
ness managers recognize the cost savings associated with
their use. Nevertheless, the effectiveness and efficiency of
self-checkout will mean little to a cashier who lost her job
right after the systems were introduced at her previous place
of work.

Sources: Compiled from King (2004), “Self-checkout gets mixed bag
of results” (2003), and “Self-checkout’s ‘explosive’ growth . . .” (2004).

For Further Exploration: What types of stores are likely to
derive the greatest benefit from self-checkout systems? What
other technologies may replace a substantial number of work-
ers in the retailing industry? How will the self-checkout
process change when retailers place radio frequency identifi-
cation (RFID) tags on each individual store item?

MKT
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extend a helping hand to others in need, provide emotional support, and operate in

a give-and-take fashion. Not all neighborhoods exhibit a true spirit of community.

The emergence of online communities has left some wondering whether as indi-

viduals become more enamored of their distant members, they lose touch with the

very personal nature of the physical neighborhood community. However, in all like-

lihood, the true sense of community started to deteriorate when television became

a household evening entertainment center (Johnson, 2006). If people are not online

interacting with their virtual community, they are just as likely to be at home watch-

ing television as out in the neighborhood engaging in some community enhance-

ment project (Wellman, 2005). This begs the question whether the digital divide

across economic classes prohibits the economically disadvantaged from enjoying

and partaking in what some might consider a superior sense of community, one in

which members join based on shared interests, not shared physical space.

A new development related to online communities is that of blogging. Blogs 

are individual sites where individuals choose to share their opinions on any subject

with anyone who happens to care to read about it (Hewitt, 2005). Bloggers range

from famous personalities such as Rosie O’Donnell (rosie.com), Andy Roddick

(andyroddick.com), and Roger Staubach (roger.stauback.com) to media establish-

ments such as the New York Times (walkthrough.nytimes.com), the Wall Street Journal
(blogs.wsj. com/law), and U.S. Weekly (usmagazine.com/blog) to universities such as

MIT (news-libraries.mit.edu/blog), to private, unknown individuals. Many companies

host blogs for employees, including Microsoft (microsoft.com/communities /
blogs/PortalHome.mspx) and Google (googleblog.blogspot.com). Also, there are

employees that host blogs about certain companies, like IBM (smokey.rhs.com/
web/ibm/hhbg2ib.nsf /web/employee.html).

According to Forbes, millions of workers—perhaps 5 percent of the American

workforce—maintain personal online diaries. But only about 16 percent of Ameri-

can companies address policies that relate to work-related blogging, while about 

15 percent of these personal blogs discuss negative or critical information against

employers, supervisors, co-workers, customers, or clients. Does this need to be

addressed? Some companies have fired employees for postings on blogs. One

example is a Delta Flight Attendant who posted pictures of herself on her blog in

her uniform that Delta felt were somewhat explicit and against their dress code.

Others have been fired for posting personal X-rated blogs, like a staffer for Ohio

U.S. Senator, Mike DeWine (Leblang, 2006).

Teenagers are another active group of bloggers. According to a Pew survey as

reported in the New York Times (Zeller, 2005), 57 percent of all teenagers between

the ages of 12 and 17 who are alone engage in some form of digital content creation,

namely building Web pages, sharing photos and stories, and blogging. Using places

like MySpace.com, Xanaga.com, and Livejournal.com, teenagers are opening their

formerly private diaries and inner worlds to complete strangers. Not only do

teenagers create their own original content, they remix content they find online into

their own new creations, be it composite photos, edited video productions, or remixed

song files. Far from being passive consumers of media and information, today’s

teenagers are likely to be active producers of media and information. Online content

creation is not relegated merly to the realm of diaries: even in the world of games,

young children and teenagers today are now actively creating the content of video

games. IT at Work 17.5 gives the example of The Sims, a video game in which players

create characters and control the personalities and actions of each character.

The fact that frequency and variety of human–computer interactions as well as

computer-assisted interactions between humans have increased over the past few

decades is well established. What may not be entirely clear is the effect that infor-

mation technology has on sociability and the quality of interpersonal relations. Does
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information technology isolate people from society by capturing the time that

humans used to spend with one another? Or does it improve sociability by offering

humans better connectivity and more free time?

In the past few years, a number of researchers conducted empirical studies to find

the answers to these questions. Most of these studies focused somewhat more nar-

rowly on the impact of Internet use on sociability. Surprisingly, these studies arrived

at diametrically opposite conclusions on this issue. Some studies found that Internet

use reduces sociability, since time spent on the Internet is, in part, replacing time pre-

viously spent interacting with family and friends, as well as socializing outside the

home. Other studies argue that Internet users become more socially engaged and

improve their relationships with families and friends thanks to the substantial

enhancements to interpersonal connectivity that e-mail and the Internet have to offer.

An attempt to reconcile these studies was made by Norman Nie of Stanford Uni-

versity, who claims that younger, more affluent, and better educated individuals are

more likely to exhibit a greater degree of sociability.At the same time, they are more

likely to adopt and use the Internet and other new technologies (an example of the

digital divide).Thus, the use of the Internet does not make people more sociable, but

rather reflects the higher level of social activity that Internet users already display.

IT at Work 17.5
Electronic Dollhouses: How the World 
of Barbie Has Changed

Whereas pre-teen girls in the decades since 1959, when Bar-
bie was first introduced by Mattel, have enjoyed countless
hours playing with Barbie, Ken, and other of their pals, young
girls of today are turning toward an online fantasy playland in
which they manipulate an electronic house and all its mem-
bers. Psychologists have long argued that children enjoy the
empowerment that comes with making play dolls do or say
what they want them to do or say. With electronic tools at
hand and increasing dexterity, children are now able to con-
trol the worlds of entire make-believe families.

Online games such as The Sims invite players to enter a
suburban family life. Each character, known as a Sim, is differ-
ent—one might be a young boy devoted to sports, one an
older man drawn to business, another a housewife trying to
manage a large household. The player decides on each Sim
or his or her personality.

The Sims game has become highly popular with both
boys and girls from ages 9 to 18 but particularly so with

girls, even in a field, video gaming, that typically appeals to
boys and young men. More than half of the game’s players
are female, according to the game’s publisher (Electronic
Arts). Boys tend to be more interested in taking on pretend
identities of one of the characters, whereas girls tend to
focus more on creating friends for a Sim.

Parental reactions to the Sims are mixed: Some parents
find the game a creative way for their children to enact and
react to different people and personalities, whereas others
are troubled by the sense of control over other people’s
lives that the game engenders.

Sources: Schiesel (2006) and Wikipedia (2006a).

For Further Exploration: To what extent do the differences
in opinions or reactions to online games stem from the
amount of online play versus traditional play?

As we discussed earlier, people can use information technology to achieve the out-

comes that they value highly. For example, information technology can be utilized

to increase security and to enhance society’s ability to fight crime and terrorism. At

the same time, however, members of the society may be forced to sacrifice other

17.5 Information Technology Urges People to Reexamine 
Their Value Systems
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SECURITY VERSUS
PRIVACY

The issue of security versus privacy is at the forefront of the debate about clashing

values that are heavily influenced by information technology. The terrorist attacks

against the United States on September 11, 2001 demonstrate the tragic conse-

quences of terrorist activities and the critical threats they present.Violent crime and

organized crime inflict enormous pain and suffering on thousands of victims every

year, illustrating another threat to physical safety and security. White-collar crimes,

ranging from accounting irregularities to embezzlement, jeopardize the financial

security of investors and employees of various companies. The collapse of the

energy giant, Enron, the bankruptcy of MCI-WorldCom, and the dissolution of

Arthur Andersen exemplify the magnitude of potential losses resulting from such

illegal activities.

An extensive array of computer crimes has been recently added to the list of

factors that infringe on the security of organizations and individuals. Intrusions into

corporate computer systems by hackers, theft and destruction of data by both

insiders and outsiders, denial of service attacks against Web sites, release of mali-

cious worms and viruses, and numerous other computer crimes endanger the oper-

ations of corporations and government agencies.

Identity theft is among the fastest growing crimes in the United States. While

identity theft was possible before the Internet emerged, it is becoming more common

as hackers steal Social Security, birthdate, address, and other personal information

from corporate data systems. Some recent high-profile breaches, such as the accessing

of information on more than 145,000 consumers from the data warehouse vendor

ChoicePoint Inc. in Atlanta, Georgia, has renewed lawmakers’ interest in legislation

to try to protect victims of data theft. Specifically, Dianne Feinstein, D-California, has

reintroduced a bill that would require any enterprise doing business in more than one

state to inform customers of any unauthorized access of their personal information.

The bill is known as the Notification of Risk to Personal Data Act.

Several other lawmakers are drafting alternative bills. In the fall of 2005,

Representative Cliff Stearns, R-Florida, added a Data Security and Breach Notifi-

cation Act to some pending data theft measures. The bill exempts a company from

the notification requirement if it has robust encryption, under the assumption that

the hackers could not decipher, and use, the encrypted data. However, weak encryp-

tion might be effectively decoded, and moreover, the hackers might well be able to

steal the decryption code (Carlson, 2005).

While the details of whatever bill is ultimately approved are not yet clear, it is evi-

dent that lawmakers are taking the problem of identity theft seriously. Senator Charles

Schumer, D–New York, referred to identity theft as “America’s leading consumer com-

plaint” (Fisher and Carlson, 2005). IT at Work 17.6 provides the example of how one

organization responded to a breach of its system and the theft of personal data.

Information technology produces a number of impressive electronic surveil-
lance weapons that could be used to combat crime and other security threats.At the

corporate level, network intrusion detection systems, keystroke logging, biometric

important values, such as privacy. The first step in integrating information technol-

ogy into one’s value system involves identifying the outcomes that are legal, ethical,

desirable, and socially acceptable. However, when information technology helps to

promote one worthy value at the expense of another, it creates a serious dilemma:

Which one of the conflicting values should take precedence over the other? Do the

social benefits of upholding a particular principle justify the loss of benefits result-

ing from suppressing another principle?

Undeniably, information technology is only one of numerous factors that con-

stantly challenge and redefine human value systems.
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identification devices, and surveillance cameras represent some of the feasible

control mechanisms that may reduce the incidence of white-collar and computer

crimes. Law-enforcement agencies could improve their response time to criminal

acts by using integrated databases containing records on suspects and convicts from

multiple states and multiple agencies. One such system, known as Matrix, currently

connects certain law-enforcement data from several states.

Similarly, the U.S. Patriot Act has been the subject of heated debate in 2005 and

2006. ISPs, hotels, apartment buildings, and even search engines have been among

the businesses ordered by the FBI to turn over records even without any indication

that the subjects were involved in any crime.

Nevertheless, opponents of IT-enabled security systems caution about the loss

of privacy that these systems may cause. Ubiquitous surveillance systems may vio-

late the expectations of the right to be left alone and to be free from unreasonable

personal intrusions. These concerns are valid in the workplace, where over 80 per-

cent of major U.S. corporations monitor their employees electronically. In Great

Britain, over four million video cameras installed by municipal governments

watch people outside of their homes and offices. In fact, an average visitor to Lon-

don is captured on camera 300 times in a single day (Shenk, 2003). The U.S.

Department of Defense explored the possibility of creating a nationwide biomet-

ric “Human ID at a Distance” program that would use face recognition and other

technologies to take electronic surveillance to a completely new level (“With any

luck . . .,” 2002).

GOV

IT at Work 17.6
Responding to Data Theft: The University of Texas at 
Austin Encounters a Large Breach of Its Systems

On April 23, 2006, The University of Texas at Austin discov-
ered a security breach in the administrative information sys-
tem at the McCombs School of Business. The breach poten-
tially exposed the personal information of close to 200,000
current and prospective students, alumni, faculty members,
faculty staff, and corporate recruiters of the University of
Texas at Austin, and in particular, of the McCombs School of
Business. While it is not entirely certain how the breach
occurred, it seems that officials observed some unusual
activity on one of the McCombs school’s database servers.
The server had been hacked into by someone using IS
addresses from the Far East. However, this does not imply
that the hackers were themselves from the Fat East. Hackers
in one country can establish IP addresses in another to help
hide their trail.

The University acted quickly to inform those whose data
appeared to have been compromised. The University sent
letters to those individuals, stating “I am sorry to inform you
that specific information about you was accessed (down-
loaded) by an unauthorized and unknown person. The follow-
ing information was disclosed: Your Name, Your Social Secu-
rity Number, Your Address, Your Birthdate.” The letter went
on to encourage the affected individuals, as recommended

by the Federal Trade Commission, to register for a no-
charge, 90-day, renewable fraud alert service. The McCombs
School set up a Web site with information on how to notify
the three major national credit bureaus (see mccombs.
utexas.edu/datatheft/ ).

By calling a 1-800 number and entering one’s Social Secu-
rity number and birthdate, one can register for the fraud alert
service. Registering with one agency automatically results in a
registration with all three. Free credit reports are promised, but
it turns out that the credit reports are free only if some suspi-
cious activity has already occurred, which of course one does
not know until one has seen the credit report.

While the University, and in particular the leadership of
the McCombs School of Business, is to be credited with a swift,
honest, and conscientious response to the break-in, the very
fact that such sensitive data are kept on alumni who might
have graduated several decades ago as well as faculty and
staff who interviewed for positions but were not hired causes
one to wonder whether businesses should be more careful to
purge sensitive data after a reasonable amount of time.

Sources: Fisher (2005), Koerner (2006), and McCombs School of Busi-
ness (2006).

ETHICS
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Another aspect of privacy—the right to determine when, and to what extent,

information about oneself can be distributed to others—becomes particularly rele-

vant with the advent of technologies that make it possible to link previously dis-

jointed databases into a single network of (ominously?) detailed information. The

major concerns surrounding large surveillance databases include the lack of

accountability in their use and the possibility that information collected for a worth-

while cause will be used for other, potentially damaging purposes. A surveillance

system implemented in London, England, illustrates how quickly the scope of a sys-

tem can expand to new, unanticipated purposes. The system comprised digital video

cameras and optical character recognition software and was originally designed to

read license plate numbers and impose a “congestion fee” on vehicles that enter cer-

tain areas of the city. Then, video feeds from the system were made available to the

police and the military, who used facial recognition software to search for criminals

and terrorists.

The American Civil Liberties Union (ACLU) and other privacy advocates are

alarmed that electronic surveillance systems will completely destroy privacy and

will evolve into the instruments of totalitarian control. Privacy activists in the

United States have succeeded at canceling the Total Information Awareness pro-

gram and limiting the scope of the Matrix program for law-enforcement agencies.

Society will need to reconsider its values to decide whether the benefits of enhanced

security justify the corresponding sacrifices of privacy.

Political Contributions. Thanks to the Web site fundrace.org, individuals can

investigate the campaign-giving activities of neighbors, friends, or strangers. The site

is based on publicly available information—the names, addresses, occupations, and

contribution amounts—of individual contributors. This information is supplied by

the Federal Election Commission. Using geocoding, the site enables various

searches. For example, by entering your own address, the site will display other

addresses in the area that have made campaign contributions.While the site is based

on public data, most individuals would not easily access this data were it not pro-

vided in such a readily searchable format. Some individuals might have a fear of

being harassed if strangers in their neighborhood with opposite political viewpoints

discover their campaign contributions. Others might worry that their bosses can

discover the amount, and recipient, of their political contributions. Such a site forces

us to consider the meaning of public information. (Three other Web sites provide

additional information on individual campaign contributions: opensecrets.org,
politicalmoneyline.com, and fec.gov. For more on political campaign contribution

Web sites, see McNichol, 2004.)

FREEDOM OF
EXPRESSION
VERSUS
CENSORSHIP

Freedom of expression is generally regarded as one of the most valuable rights in a

democratic society. Since the passage of the First Amendment to the U.S. Constitu-

tion in 1789, Congress has been prohibited from introducing any laws “abridging the

freedom of speech.” The volume and variety of content accessible through the

Internet can be viewed as a triumph for the freedom of speech. However, this very

factor provokes an important question regarding the suitability of the information

found on the Internet for those who can access it.

Governments of certain countries consider it their responsibility to shield their

citizens from “inappropriate content.” The Chinese government, for example, fears

that free speech and free flow of information will undermine the political legitimacy

of the Chinese Communist Party, resulting in undesirable consequences for the Chi-

nese society. The government of China acknowledges the crucial role of the Inter-

net for the nation’s technological and economic development. Nevertheless, it

GOV

GOV
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INTELLECTUAL
PROPERTY, PIRACY,
AND FAIR USE

One of the fundamental changes that took place at the dawn of the Information Age

is the shift in the nature of outputs produced by individuals and organizations.

Instead of tangible goods and physical objects, a substantial proportion of compa-

nies and individual workers are producing intangible intellectual property. Com-

puter software, books, news articles, music, movies, paintings, and myriad other

forms of intellectual property are becoming the dominant product of modern eco-

nomic systems. Furthermore, information technology is introducing entirely new

ways in which intellectual property can be used, transmitted, and manipulated. Iron-

ically, the same technology greatly enhances the possibilities to abuse the informa-

tion and infringe on the rights of authors and owners of the intellectual property

(Strickland, 2003).

believes that careful control must be exercised over Internet content and online

activities in order to maintain political stability (Qiang, 2003).

To that end, the Chinese government has established an advanced technical

infrastructure, known as the “Great Firewall,” which prevents access to over

500,000 “harmful” Web sites. It also monitors users’ online activities, including pri-

vate e-mail messages and chat room conversations. Furthermore, the government

of China has enacted more than 60 laws that regulate Internet activities in the

country. The Surveillance Center for National Information Security and over

30,000 state employees are constantly scrutinizing what citizens read and write

online. As a result of this scrutiny, nearly half of the country’s Internet cafés were

closed in 2002 and dozens of people have been arrested for visiting “subversive”

Web sites or distributing “inappropriate” information online (Qiang, 2003).

Although the government’s attempts to censor the Internet have been largely suc-

cessful, the decentralized nature of the Internet helped to expose Chinese citizens

to more diverse sources of information and new opportunities to express their

views. Thus, information technology has helped to expand freedom of speech,

despite efforts to suppress it (Qiang, 2003).

Politics and Privacy. Most people from democratic societies would consider the

censorship of the Internet with the motive of maintaining an authoritarian political

regime to be unjustified. Nevertheless, attempts to protect certain individuals from

other types of inappropriate content may have valid reasons, making the issue of

Internet censorship considerably more controversial.

The Children’s Internet Protection Act of 2001 is intended to guard children from

sexually explicit and obscene materials available online. The Act requires public

libraries to install filtering software in order to be eligible for federal funds. The idea

of shielding minors from offensive content is generally perceived as commendable. In

fact, public libraries are already screening their collections of books, periodicals, and

movies to exclude questionable materials.

However, the American Library Association (ALA), library patrons, and civil

liberty groups expressed concerns that Internet filtering violates the First Amend-

ment right to free speech and blocks access to vast amounts of legitimate informa-

tion due to the imperfections in filtering technology (Swartz, 2003). The ALA

challenged the constitutionality of this law in a high-profile court case. In June

2003, the U.S. Supreme Court upheld the Act as constitutional, but gave libraries

the ability to disable filters at the request of adult patrons (Kenney, 2003). It is

estimated that 10 percent of the American online population accesses the Inter-

net through local libraries (Swartz, 2003). Therefore, the Act will directly affect

millions of Internet users.

GOV
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Current issues surrounding intellectual property emphasize that the laws and

practices established for tangible assets are entirely out of place in a world trans-

formed by information technology (Strickland, 2003). Seemingly simple concepts of

ownership, piracy, and fair use need to be redefined to make them applicable to

intellectual property. Equally important are the issues of responsibility of content

creators, distributors, service providers, users, government agencies, and other enti-

ties in maintaining a favorable environment for a society revolving around intellec-

tual property.

In contrast to purchasing tangible goods, the purchase of a computer disk or

other media containing some type of intellectual property, such as a software pro-

gram, does not constitute the transfer of ownership. The program has simply been

licensed for use in accordance with existing laws and any additional agreements

specified by the copyright owner.

Despite the new regulations, infringements on the intellectual property owners’

rights are quite commonplace. Sharing of music, movies, and software through the

Internet and peer-to-peer networks are among the most frequent offenses.

Although individuals engaging in piracy justify their actions by claiming that copy-

right owners do not suffer any financial losses (Hinduja, 2003), the issue of piracy is

of critical importance to companies and individuals whose main occupations involve

producing creative works. The Recording Industry Association of America (RIAA)

and the Motion Picture Association of America (MPAA) have been at the forefront

of the fight against piracy.

However, Hollywood recently lost a key battle in the antipiracy war. A U.S.

court unanimously rejected the attempt by major Hollywood studios, and the

Federal Communications Commission, to build compulsory antipiracy technology

into all digital electronic devices (Thomson, 2005). The “broadcast flag” technology

supported by Hollywood studios and the FCC would only allow programs to be

recorded on hardware that contained copy protection devices. And all hardware

built after July 1, 2005 would have been required to have the copy protection

devices. Groups such as the American Library Association and online rights advo-

cacy organizations such as Public Knowledge were opposed to the legislation, fear-

ing that it would inhibit the broadcasting of educational materials as well as intrude

on individuals’ use of their home entertainment systems.

Resolving the issue of piracy raises two additional questions: Who should be

responsible for preventing piracy? Who should be liable for the damages incurred

by the copyright owners when piracy does occur?

A different approach to controlling piracy is to delegate the responsibility for

preventing unauthorized copying to the creators of intellectual property. Various

copy protection mechanisms and digital rights management (DRM) systems
demonstrate a feasible approach to limiting piracy. Unfortunately, this method is

not perfect. As discussed in the opening case for this chapter, pirates may devise

techniques to disable or bypass the copy protection systems. Even more impor-

tant are the potential constraints that DRM solutions will place on the concept

of fair use. Traditional copyright laws allowed users to duplicate a copyrighted

work for educational or research purposes, so long as the work is not used for

profit and its value is not diminished (Hinduja, 2003). Restrictive digital rights

management systems may be unable to differentiate between unlawful piracy

and legal fair use. Thus, the systems may deny educators and researchers the

opportunity to use copyrighted materials, thereby limiting their ability to

advance academic, scientific, and cultural progress that follows from teaching and

scholarship (Russell, 2003).
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1. Offshore outsourcing. The movement of computing work abroad represents

economic risks, but the fears of job migration far outweigh the reality so far,

according to a 2006 study by the Association for Computing Machinery (ACM,

acm.org). The study concluded that dire predictions of job losses from shifting

high-technology work to low-wage nations with strong education systems, like

India and China, were greatly exaggerated. However, managers should be aware of

various legal and ethical considerations surrounding this issue as well as the impact

of outsourcing on the size and morale of their workforce.

2. Managing and evaluating nonpresent workers. Telecommuting increases the

number of employees working away from the office. About 45 million American

workers telecommuted regularly in 2006, with about half working at home at least

one day a week.To manage these employees, it is vital to place a greater emphasis on

regular formal communications. Effective performance evaluation is also different

and requires a closer examination of the actual outputs produced by each employee.

3. Dealing with information overload. The capacity of information systems to

collect, generate, and distribute information has outpaced the ability of human

employees to absorb or process it. The resulting stress or confusion from informa-

tion overload can negatively impact employees and their productivity. Greater

investment in filtering software, decision support systems, and expert systems may

help reduce this problem.

4. Providing high-quality information. Information quality is critical to business

planning and operations. It is so important that according to GartnerGroup,

“Through 2007, more than 50 percent of data warehouse projects will suffer limited

acceptance, if not outright failure, as a result of lack of attention to data quality

issues (80 percent probability)” (teradatauniversitynetwork.com). Furthermore, laws

and regulations, such as the Sarbanes-Oxley Act, make CEOs and CFOs personally

liable for the quality and accuracy of financial information disclosed to the public.

17.7 Managerial Issues

The discussion of the effects of information technology presented in this chapter is

far from comprehensive. Information technology influences people, organizations,

and societies in innumerable other ways. Perhaps you can identify some unique

effects that IT has on the way you live, learn, work, and play. Nevertheless, the exam-

ples presented in this chapter are sufficient to recognize that the changes caused by

information technology introduce a variety of new issues for individuals and soci-

eties and radically alter the importance of certain preexisting issues. Each technol-

ogy is likely to affect multiple groups of people, whether directly or indirectly. More-

over, the effects of any given technology are rarely only beneficial or only

detrimental; they typically create a complex web of consequences that may be both

positive and negative.

This chapter and the entire textbook reveal that evolution of information tech-

nology is not happening in a vacuum. Information technology has developed into an

integral part of modern society, becoming interrelated with numerous aspects of the

socioeconomic environment. Further advances in information technology will

inevitably reverberate in the lives of individuals, operations of commercial enter-

prises, and functioning of societies. In the same manner, changes in the society will

create new demands that will encourage the development of new technologies.

17.6 Conclusion
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For the Finance Major

As with other business disciplines, finance activities
are being outsourced to countries with lower labor

costs. For example, brokerages are hiring stock analysts in
Mumbai and Johannesburg, South Africa.

To protect against and detect financial crimes, such as
fraud or money laundering, employee monitoring is neces-
sary. The challenge for financial professionals is to defend
the company’s assets without unnecessarily infringing on
employees’ privacy. As things become more and more
complex, as technology advances, and especially where
operations are extending over cultural boundaries, risk
management and compliance have to address the deeper,
more human issues of values, attitudes, and behaviors.

For the Human Resources Management Major

Business is not outside the realm of human rela-
tionships. Building an ethical culture is a worth-

while investment that can deliver unexpected bonuses:
improved morale; high customer satisfaction; reduced
turnover of staff; better staff retention; and reduced com-
pliance costs. It is only logical that the human resources
department should work to develop ethical training pro-
grams since such behavior will have a positive effect on
employee productivity and the company’s reputation.

For the Accounting Major

Accounting and tax functions that had been
done by entry-level accountants are increasingly

being done by software—including TurboTax, Quicken,
QuickBooks, and Peachtree. In addition, firms are send-
ing tax preparation and financial reporting overseas. Out-
sourcing back-office finance and accounting enables
accountants to focus on core business while cutting
costs. But this situation can also reduce job opportunities
for new accountants and, eventually, the pool of candi-
dates to fill positions created by promotions or retire-
ments. Offshore accounting carries the risks and prob-
lems of managing remote workers and securing data
transfers. The benefits include cost savings with returns
being prepared by chartered accountants in India with
billable rates substantially below those of professionals in
the United States. Another benefit is the ability to have
returns prepared overseas during the night in one coun-
try and have them ready for review when accountants
return in the morning.

Accountants must also be very concerned about the
integrity and quality of information reported in financial
statements because of the SEC and Sarbanes-Oxley Act.
Furthermore, accountants are professionally responsible
for maintaining the security and privacy of their clients.

Integrating IT

5. Displacement of employees with information technology. In blue-collar,

clerical, service, or white-collar jobs, intelligent machines are acquiring the capabilities

to perform human tasks more effectively or efficiently. While this trend is unlikely to

result in massive worldwide unemployment, it can have dramatic impacts on individ-

ual organizations or employees. Thus, managers should be aware of the potentially

disruptive technologies that may displace them, their colleagues, or subordinates.

6. Use of electronic surveillance. The need to defend against computer and

white-collar crime requires employers to monitor their employees, which is typically

done with information technology.While electronic surveillance may reduce the inci-

dence of unlawful activities, it may also result in employee resentment and other

unintended consequences. Following the tragedies of September 11, there is growing

support to give law enforcement agencies more power to tap into private communi-

cations to thwart further acts of terrorism by monitoring private electronic commu-

nications. State and federal policymakers face the challenge of balancing security

needs via electronic surveillance against the potential erosion of individual privacy.

7. Ethical issues. The increasing complexity of the global international business

environment makes ethical decisions more difficult. Globalization has the power to

undermine our sense of moral responsibility because it becomes relatively easy to

ignore harm that is being done to others in distant locations and the long-range

consequences. Ethics is important because it has become clear that strong reliance

on the law alone to safeguard the community has its limits (e.g., the Exxon Valdez

disaster).

ETHICS
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Key Terms

� Information technology significantly impacts individu-

als, organizations, and societies. Any given technology is

likely to affect multiple entities in ways that may be both

positive and negative.

� Globalization and telecommuting are transforming the

ways in which people work and organizations operate. Now,

work can be performed at any time, in any part of the globe,

which tends to make organizations more efficient. Organi-

zational structure, job content, and the nature of manage-

ment and supervision are altered significantly by this trend.

� Vast amounts of data and information made available in

the Information Age are exceeding the capacity of people

to absorb and process them. Spam and other forms of elec-

tronic noise only exacerbate the problem. As the quantity

of information rises, the issue of information quality takes

center stage.

(Numbers Refer to Learning Objectives)Chapter Highlights

For the IS Major

The information systems professional—like those
in accounting and finance—faces competition

from IT offshore outsourcing. Consulting firm A.T. Kearney
found that by 2008, financial services companies plan to
offshore 500,000 information technology jobs—a total
that represents 8 percent of all banking, brokerage, and
insurance positions. Highly skilled computer program-
ming work is being sent to Eastern Europe and China.
Reuters recently announced it would be moving some
reporting and data-collecting jobs to Bangalore, India.
Deciding to outsource IT, or any area of a business, is a
major commitment and getting it right from the start is
crucial due to the immense effort, hassle, and cost in man-
agement time and cash for all parties concerned.

This IT offshoring situation indicates the need for
information systems professionals to provide strategic
business solutions and not simply act as technologists. By
offshoring programming or clearly definable tasks, the
information systems department can focus its time and
efforts on more value-added developments.

For the Marketing Major

Customers may be extremely sensitive to a com-
pany’s social responsibility when dealing with off-

shore outsourced partners. The idea of outsourcing social
responsibility together with outsourcing manufacturing
may be “accepted” by a company, but it seldom works.
For example, early in the controversy around dangerous

chemicals in the workplace, Allied Chemical tried to dis-
tance itself from responsibility for dangerous emissions
and spills at a supplier in Hopewell, Virginia, to which it
outsourced production of Kepone, a DDT-like pesticide.
Public outcry, legal suits, and congressional action even-
tually led to a settlement, and to strict new industry regu-
lations. Nike, too, initially distanced itself from charges of
child labor and unhealthy conditions at its offshore suppli-
ers in the late 1990s. In this case, the risk to its brand
image no doubt helped lead to a change of heart. Today,
Nike periodically produces an extensive corporate
responsibility report that reviews working conditions at all
its suppliers. Failure to take responsibility for good gover-
nance beyond the boundaries of the firm can have a detri-
mental impact on sales.

For the Production/Operations Management
Major

Operations is one of the most important factors in
whether an organization has successful offshoring opera-
tions. A poorly governed extended enterprise—comprised
of outsourced partners—not only can cost the company
dearly, it can damage the company’s reputation, and cus-
tomer or supplier relationships. Production managers need
to understand cultural differences since they can impact the
quality of products or services and their on-time delivery—
as well as the treatment of workers in the outsourced coun-
tries. They also need to investigate the risks of counterfeit-
ing, patent abuse, and other intellectual-property violations.
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More resources and study tools are located on the Student Web Site and on WileyPLUS.
You’ll find additional chapter materials and useful Web links. In addition, self-quizzes that
provide individualized feedback are available for each chapter.

Online Resources

1. Identify the advantages or benefits of information

technology for individuals, organizations, and societies.

2. When a company eliminates operations through offshore

outsourcing, does it also avoid responsibility—ethical

and otherwise—for how those operations are run? In

these extended enterprises, where does management’s

responsibility for good governance begin and end?

3. List two positive and two negative effects of globaliza-

tion on individuals, organizations, or nations.

4. What are four causes of information overload, and

what can be done to reduce this problem?

5. Is individual privacy threatened by society’s right to
know for security purposes? Explain.

6. Why are laws generally ineffective in fighting spam?

7. What are the primary goals of the ACLU (American

Civil Liberties Union)?

8. Define digital divide at the local level and global level.

Does the divide seem to be increasing or decreasing at

each of these levels?

9. Provide three examples of quality of life improvements

brought about by robotics.

10. Describe a chain of events in labor markets that can

occur after the introduction of a new technology that

replaces human work.

11. In what types of occupations are people facing

competition from machines and information systems?

What occupations seem most resistant to such compe-

tition?

Questions for Review

Impacts of IT at The Wireless Café
Go to The Wireless Café’s link on the Student Web Site. There you will be asked to look back
over your recommendations for the restaurant and think about some of the social conse-
quences of these changes.

Instructions for accessing The Wireless Café on the Student Web Site:

1. Go to wiley.com/college/turban.

2. Select Turban/Leidner/ McLean/Wetherbe’s Information Technology for Management, Sixth Edition.

3. Click on Student Resources site, in the toolbar on the left.

4. Click on the link for Virtual Company Web site.

5. Click on Wireless Café.

Virtual Company Assignment

� Uneven diffusion of information technology results in a

digital divide.The digital divide generally follows the income

distribution, educational levels, and several other character-

istics of people both within and across countries. People and

countries with limited access to information technology are

unable to benefit from this valuable resource.

� Machines and information systems can displace humans

from their jobs, both blue- and white-collar. Such changes can

be extremely disruptive for an individual employee or an

organization.However,on the macroeconomic level, increased

efficiency of IT-enabled machines promotes lower prices and

greater consumption, and ultimately results in a higher aggre-

gate level of employment for the economy as a whole.

� Robotics, decision support systems, and other manifesta-

tions of information technology are improving the quality of

human lives by relieving people from tedious and hazardous

tasks.At the same time, increased interaction with computers

replaces the conventional forms of face-to-face interaction

among people. This trend may adversely impact interper-

sonal relationships and other aspects of the quality of life.

� Information technology challenges traditional value sys-

tems by emphasizing the significance of issues such as secu-

rity and privacy, freedom of speech and protection against

inappropriate content, as well as respect for intellectual

property and fair use.
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1. Read “Skype Founders Charged with Racketeering” at

techdirt.com/articles/20060327/0256249.shtml. Why were

the founders being charged with RICO violations? Are

the reasons legitimate? Why or why not?

2. Read “Accidental Tech Entrepreneurs Turn Their Hob-

bies Into Livelihoods,” at informationweek.com/story/
showArticle.jhtml?articleID=189800142 (Mitch Wagner,

InformationWeek, June 30, 2006). Describe the new

careers that individuals started and explain (a) what fac-

tors “forced” or triggered those new careers; and (b)

what factors enabled those new careers.

3. You need to offer advice to an individual who is setting

up a personal Web site. Using online legal reference sites

(e.g., elexica.com) and articles, prepare a report summa-

rizing the types of materials that can and cannot be used

(e.g., logos, photographs, animations, sound clips) to

avoid breaking copyright laws.

4. Read Bernhard Serexhe’s 1996 article, “Deregulation/

Globalisation: The Loss of Cultural Diversity?” at

ctheory.net/articles.aspx?id=41. Which issues in that arti-

cle are still relevant or unresolved as of today? Which

issues have been resolved?

5. List five opportunities to work remotely that are avail-

able at your workplace or educational institution. If you

were to take advantage of these opportunities to tele-

work, describe what potential impacts they could have

on your life.

6. Create a log of all your activities on a typical weekday.

Calculate the amount of time you spent interacting

with computers and other machines. Compute the

amount of time you spent interacting with others using

telecommunications technologies (e.g., reading or

writing e-mail, sending instant messages, and so on).

Compare these numbers with the amount of time you

spent in face-to-face interactions with other humans.

Discuss how information technology impacts your

social life.

Exercises and Projects

1. IT can lead to the creation of new jobs as it eliminates

existing ones. List five jobs that did not exist ten or

more years ago. List five jobs that have been practically

eliminated within the past ten years.

2. Which technologies make it possible to copy and

distribute copyrighted material? What impact would

large-scale copyright infringement have on authors and

producers of intellectual property or creative works?

3. When you are hooked to your iPod, are you plugged in

or unplugged? Do personal technologies contribute to

social isolation?

4. When was the last time you sat down with your family

and friends for a meal without the TV being on, or cell

phones or your BlackBerry going off? How often do

any of these situations occur?

5. In the aftermath of the September 11 attacks, govern-

ment agencies and individuals turned to information

technology for solutions to improve security. Can cur-

rent security measures provide adequate security and

protect privacy? Explain.

6. Consider a typical day in your life and list all the

instances when your activities get recorded (e.g., cell

phone records, e-mail logs). What information is being

collected about you that infringes on your privacy?

7. If you were an employee in a company that offered

telecommuting options, would you prefer to work from

home, or from the office, or some combination of both?

Explain your answer.

8. Clerks at 7-Eleven stores enter data regarding cus-

tomers’ gender, approximate age, and so on into a com-

puter system. However, names are not keyed in. These

data are then aggregated and analyzed to improve cor-

porate decision making. Customers are not informed

about this nor are they asked for permission. What

problems do you see with this practice?

9. Certain groups of people claim that globalization has

predominantly positive effects, while others assert the

opposite. Which of these two arguments do you find

more compelling? Why?

10. Discuss whether information overload is a problem in

your work or education. Based on your experience,

what personal and organizational solutions can you

recommend for this problem?

11. What are the risks associated with offshoring (offshore

outsourcing)?

Questions for Discussion

12. Why did some studies conclude that information tech-

nology led to a greater level of sociability and interper-

sonal interaction?

13. Describe the trade-offs involved in using information

technology to increase security versus maintaining a

high level of privacy.

14. Discuss the concerns of the American Library Associ-

ation related to the Children’s Internet Protection Act.

15. Describe the capabilities and limitations of digital

rights management (DRM) systems.
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1. The news that the U.S. Justice Department has been

seeking search data from Google, Yahoo, MSN, and

America Online to track terrorist activities has struck

fear into the hearts of Web surfers. Many users are con-

cerned, not because they’ve done anything wrong, but

because they wonder just how much personal informa-

tion can be gleaned from their online searches. With

the class divided into groups, debate the issues

involved.

2. In small groups, arbitrarily select an information system

or information technology (e.g., e-mail, the Internet,

robotics, artificial intelligence, etc.). Working individu-

ally, each group member should consider all possible

implications of this technology for people, organiza-

tions, and society. Taking the previous considerations

into account, each group member should decide

whether the net effect of the technology is positive or

negative. Then, discuss the issue as a group and see if

the group can come to a consensus about the impact of

the technology.

3. The State of California maintains a database of people

who allegedly abuse children. (The database also

includes names of the alleged victims.) The list is made

available to dozens of public agencies, and it is consid-

ered in cases of child adoption and employment

decisions. Because so many people have access to the

list, its content is easily disclosed to outsiders.An alleged

abuser and her child, whose case was dropped but whose

names had remained on the list, sued the State of Cali-

fornia for invasion of privacy. With the class divided into

groups, debate the issues involved. Specifically:

a. Who should make the decision about what names

should be included, and what the criteria should be?

b. What is the potential damage to the abusers (if any)?

c. Should the State of California abolish the list? Why

or why not?

Group Assignments and Projects

1. Visit the digitaldivide.org Web site. What are the biggest

challenges of the current century? How can the digital

divide be narrowed?

2. Visit the Web site of the American Civil Liberties Union

at aclu.org. Browse through the site and identify five

issues that are significantly influenced by the develop-

ment and proliferation of information technology.

3. Browse the Web sites of Wipro Technologies (wipro.com)

and Infosys Technologies (infosys.com). Determine what

Internet Exercises
types of offshore outsourcing services the two companies

offer. Learn how these firms affect the operations of their

clients.

4. Visit One, the Campaign to Make Poverty History at

one.org. Do you think this Web site can make a differ-

ence in the actions of the G8 nations? Explain.

5. Visit spectorsoft.com. Report on the features of one of

the monitoring software products.

Among the fastest growing elements of religious life in 
the United States are tech-savvy megachurches. A
“megachurch” is defined as a church with an average
weekly attendance of more than 2,000 people. Willow
Creek Community Church in South Barrington, Illinois, sees
attendance of roughly 20,000 each week. Churchgoers
enter amid fingerprint scanners that check them into the
proper Sunday school class and digital card-readers to
check the younger children in. Large video screens inside
the auditorium display images of the pastor and streaming
video of each sermon allows absent churchgoers to retrieve
missed sermons from the Web. Churchgoers can make
cash donations, as always, or they can tithe directly from a
bank account each month. By some estimates, there are
1,800 megachurches in the United States. At the Lakewood
Church in Houston, Texas, home to some 40,000 weekly

attenders and a 60,000-strong e-mail list, churchgoers can
use a Wi-Fi network provided in the basketball arena where
the church meets to look up Bible verses on their laptops
even as they watch a sermon unfold in a PowerPoint pres-
entation displayed on the large screens.

Whereas churches of the past might have invested
heavily in pipe-organs and buildings, these megachurches
are investing heavily in technology. The technology to
support these megachurches comes at a price: at the Wil-
low Creek Church, the technology budget exceeds $1
million a year and includes a 15-person IT staff to support
the 50 servers and 600 PCs in addition to a two-man Web
team. These churches need management systems to track
finances and organize members, audio/video tools to
help pastors appeal to the young, tech-savvy generation,
and Web applications to help them reach beyond their

Minicase 1
The Distributed Megachurch MKT ETHICS



Minicase 2 693

geography. Some use blogs to focus attention on spiritual
events, such as Lent.

Satellite churches, similar to satellite college cam-
puses, are also emerging. Other megachurches broaden
even further by forming associations of hundreds of
churches around the country. The Willow Creek Church has
some 11,500 churches in its association (the Willow Creek
Association). Each church pays a modest due ($249 per
year). Following Hurricane Katrina, Willow Creek coordi-
nated volunteers using its IP telephony and Web presence,
securing donations upwards of $860,000. And relying on
satellite feeds and Webcasts to expand its reach, the Wil-
low Creek Church runs up to 40 events each year, such as
a Leadership Summit held in August 2005 in which 7,000
people attended physically and another 47,000 via satel-
lite from 110 churches across the United States and
Canada. Another 12,000 people were reached via trans-
lated versions on DVDs.

There is some question whether all the technology
has a distracting effect on the ultimate purpose of church-
going—to worship God. One pastor who had regularly
used video clips during sermons to help make points felt

that the clips were more distracting than uplifting and dis-
continued the practice. Some wonder whether the small
community-based churches will survive—after all, the
megachurches are not getting new churchgoers, but rather
attracting existing churchgoers from other churches. Over-
all church attendance in the United States has remained
stable. The hi-tech megachurches are essentially outcom-
peting their smaller, ironically less nimble competitors.

Sources: Cone (2005) and Wikipedia (2006b).

Questions for Minicase 1
1. Does the megachurch have a nontechnology-based

counterpart? Explain.
2. Why is technology an essential aspect of the ability of

megachurches to operate?
3. What are the advantages to society of the megachurch?
4. What are the disadvantages to society of the

megachurch?
5. What are some parallels to the megachurch in other

industries?

How would you like to go shopping for groceries at the
local Wal-Mart, find out if the vegetables and meat are
from an “authorized” organic farm, and be able to pay for
your basket of goods without waiting on line or even
pulling out your credit card? You would only have to roll
your cart up to an overhead scanner and it would scan all
the products in your cart, dispense a receipt, and you are
on your way. It may sound more like the Jetsons, but it is
becoming a reality with technology such as radio fre-
quency identification (RFID).

RFID uses silicon chips and antennas that enable
them to transpond and retrieve data. It is currently being
used in prescription-medicine packaging, computer
equipment, TVs, clothing, cell phones, resorts, work-
places, animals, and even humans. Even credit cards are
beginning to see the value of the RFID technology. Amer-
ican Express began ExpressPay (americanexpress.com/
expresspay), which enables sales to be charged to the cus-
tomer’s account using radio frequency to approve transac-
tions without scanning a card. Mastercard has a similar
system, called PayPass (paypass.com). Both of these com-
panies have modified the technology to fit the informa-
tion on a “key fob,” where you still have to put your card
close to the scanner to read the RFID chip. But they are in
the process of creating a system that would enable you to
use a credit card without digging through your purse, wal-
let, or pockets to find your card.

So, what is RFID? There are two types of RFID tags.
The first is passive tag, which does not require a battery, is
relatively cheap to make, and holds about 1 Mb of storage.
The other is an active tag, which uses a battery to commu-
nicate with the reader and can work over greater distance
(up to 9 meters) than the passive tags. The reader can then
transmit the information to a computer database, where
information with that ID number is stored and can then be
linked to other networks via the Internet to share the data.

Wal-Mart, Department of Defense, and Procter &
Gamble have all begun to back standards for tagging
products to avoid shortages and to increase efficiencies
within the shipping of goods in their supply network. Wal-
Mart, in 2005, used RFID tags to track more than 10 mil-
lion cases of goods in their distribution centers in Texas,
and Procter & Gamble used it to test the effectiveness of
promotions in retail stores. Tesco, a British retailer, says
that the technology saved them money by preventing
thefts of CDs and DVDs. The shipping company, DHL, will
begin a program that will use the technology for cus-
tomers of an Asian electronics manufacturer who return
products for repair to track the products through the
entire process.

This technology offers huge cost savings to busi-
nesses and benefits consumers with convenience, but
Consumer Reports found the RFID industry “lacking in the
necessary measures to strengthen tag security against

Minicase 2
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identity thieves” (Consumerunion.org, 2006). There are no
industry standards for the use of RFID technology, and
that has prompted the Privacy Rights Clearinghouse to
call on the Federal Trade Commission to regulate the use
of this technology and impelled the RFID industry to take
the defensive and proclaim their technologies’ impor-
tance to address these privacy concerns.

The tags can be used to collect data about con-
sumers, such as products they buy, books they read and
check out at the library, and places they travel. A survey in
2005 found that 7 percent of 89 retailers and 11 percent
of 120 consumer products manufacturers had postponed
RFID investments due to privacy concerns. Some privacy
advocates feel that the technology could give the govern-
ment a way to become a “Big Brother” to its citizens.
Imagine that the New York City (NYC) Transit Authority
puts RFID tags in its subway cards for customers who
bought tickets with their credit card. This information is
collected and put in a database on where the passengers
traveled in its system. This information could be handed
over to the police, a divorce lawyer, or anyone else who
would file for a subpoena for the information.

Privacy is a major concern these days, especially in
the data industry, which collects vast amounts of informa-
tion on citizens around the globe. Companies such as
ChoicePoint (choicepoint.com), Lexis-Nexis (lexis-
nexis.com), and Acxiom (acxiom.com) compile databases
on our purchases, travel, employee and criminal records,
details about divorces, and financial records. There has
been a lot of news these days about breach of private and
sensitive information, such as at ChoicePoint (see Chapter
16), the Veterans Affairs Department, TransUnion LLC, and
the University of Texas at Austin.

Concerns have impelled many groups to question the
value of RFID tags. Imagine if these tags are cross-
referenced with databases, from a company such as
ChoicePoint. Criminals, law enforcement, disgruntled
spouses, or friends could all use the technology to find
out about other people or use it for financial reasons.

There are also many good reasons for the technol-
ogy. After the breakout of mad cow disease in the state of
Washington, the USDA launched the first phase of its
National Animal Identification System. The goal of the
project was to be able to pinpoint the lineage of a specific
animal within a short period of a possible outbreak. The
same database could also maintain information on health,
vaccinations, and lineage.

In spite of the advantages, there are also security
concerns. Some ranchers and farmers do not want to
release medical history, lineage, and price of livestock to
the public. But the U.S. government is nervous about mad
cow disease being passed on to humans and is trying to
implement a universal approach to the technology avail-
able. In the future the U.S. Animal Identification Plan will
include many other species, like bison, sheep, goats,
poultry, and even some fish.

Also, the drug industry is being pressured by the
Food and Drug Administration (FDA) to be able to track
prescription drugs from their origins of production to the
pharmacy’s door. These plans have been hampered by
concerns of cost, reliability, and security. Nevertheless,
some companies have implemented the RFID technology
in pilot programs. Pfizer uses the technology on all of their
Viagra that is manufactured in France, Purdue Pharma
uses it on their painkiller Oxycontin, and GlaxoSmithKline
began to tag Trizivir, an anti-AIDS drug. The FDA’s main
reason for the program is to combat the counterfeit trade,
which accounts for roughly $30 billion a year (about 8 to
10 percent of drugs sold). The FDA said that, with the
help of the Internet, their counterfeit cases jumped from
10 or fewer for many years to 58 in the fiscal year that
ended in September 2004.

RFID technology is also being implemented in secu-
rity measures. After 9/11, the government passed the
Real ID Act of 2005, and another security measure was to
update the passports, called e-Passports, which will both
contain RFID chips. These chips will have enough memory
to add fingerprints or iris patterns. Also, the U.S. Depart-
ment of Homeland Security began to use the United
States Visitor and Immigrant Status Indicator Technology
(US-VISIT) program for travelers from other countries com-
ing into the United States. The goal of the program was
to enhance the security of citizens and visitors, facilitate
legitimate travel and trade, ensure the integrity of our
immigration system, and protect the privacy of our visitors
(Department of Homeland Security, 2006a).

This program involved collecting “biometric identi-
fiers”—for instance, having two fingers scanned digitally
and a digital picture taken when passengers arrive in the
country. The information is matched in a database, but
this technology is not uniform or required for all foreign-
ers entering the United States. It is believed that only
about 42 percent of people who arrive in the country in
airports are fingerprinted and only about 2 percent at land
borders. As of 2006, the program has turned up around
720 visa violators or criminal suspects, mostly for minor
offenses. Most critics feel that it is a flawed system for
tracking terrorists, because it does not record the exit
from the United States, but they are experimenting with
radio signals to monitor entry and exit from the country.
Since 2000, the Department of Homeland Security has
found that perhaps a third of those in this country illegally
entered the country legally but then overstayed their
visas. Also, if a terrorist, with no criminal background, flies
to the United States from Western Europe, Canada, or
Mexico, the system will not pick up that person (Depart-
ment of Homeland Security, 2006b).

Regardless of the potential negatives, RFID is a tech-
nology that is here to stay. The only questions are how
widespread and how visible will be its uses, and how
much data will unknowingly be gathered and used on
individuals without their awareness.
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Questions for Minicase 2
1. Do you believe that RFID invades citizens’ privacy, or

will it better our lives? Does this benefit outweigh our
privacy?

2. If you were working on a database of consumers, how
would you protect the content?

3. How do you feel about being fingerprinted, pho-
tographed, and interviewed when you travel? Does
this program “enhance the security of our citizens and
visitors”? Is it worth waiting in airports for hours?

4. Should your records of pharmaceuticals purchases be
private? Or should we allow those companies to know
the records of all of their customers?
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